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10 



^ ^iM^'meXhod of transmitting a message through the internet from a sender to a 
recipient through a server displaced from the recipient, including the steps at the server of: 
receiving the m* ssage at the server from the sender, 

transmitting, thr Dugh the internet from the server to an agent of the recipient, the 
message, an identification and an internet address of the server and the identity of the 
sender of the messages, 

receiving from t le agent at the server through the internet the identity and address 
indication of the receipt by the agent of the message and the 
identification and internet address of the server and the identity of the sender, and 

sending to the sender from the server through the internet a copy of the message 
and the information received by the server from the agent and a digital signature of the 

J^he server from the agent of the recipient. 



of the agent and an 



message received by 



0, 



\ 



86. A method as set forth in claim 84 wherein 

the server/identifies any attachment to the message and wherein 



the identify of the attachment js received by the server through the internet from the 
agent and wherein 

the server sends to the sender through the internet a copy of the attachment 
received from tlpe agent and a digital signature of the attachment. 
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87. Amethdd 
a digital signitu 



jyr in a unique sequence 



as set forth in claim 84 wherein 

re of the message is provided at the server by a plurality of digits 
and is sent by the server to the sender. 




10 



message and the iden 



90. A method of transmitting a message through the internet from a sender to a 
recipient through a sen 'er displaced from the recipient, including the steps at the server of: 
receiving the message at the server from the sender, 

transmitting from the server through the internet to an agent of the recipient the 
ityand internet address of the server and an indication representing 
the identity of the senfJer, 

receiving at the server from the agent a handshaking and delivery history of the 
message from the server to the agent, and 

transmitting from the server to the senderthrough the internet the message, a digital 
signature, including a digital signature , of the message and the handshaking and delivery 
history of the message received by the server from the agent. 
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91 . A method as set forth in claim 90 wherein 

the server receives from the sender a copy of the information previously sent by the 
server to the sender, tmis information including the digital signature and the message, when 
the sender wishes to (have the message authenticated by the server and wherein 

the server doqs not retain a copy of the any of the information transmitted from the 
server to the sendef, after the server transmits to the sender through the internet the 
message, the digital signature of the message and the handshaking and delivery history 
of the message. 



I 




92. A me 
the server 



server to the 



the server 



digital signature 
the server from 
sender. 



hod as set forth in claim 91 wherein 

receives from the sender the information previously transmitted by the 
sender and wherein 

uses the information received by the server from the sender to create a 
nd compares this digital signature with the digital signature received by 
tHe sender to authenticate the message received by the server from the 
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97. A method as set forth in claim 93, including the steps at the server of: 
receiving from the Sender at the server through the internet, at the same time as the 

receipt of a copy of the nrjessage from the sender to the server, a copy of any attachment 

to the message, and 

providing for a transmittal from the agent to the server through the internet of [the 

digital signature, including the digital fingerprint, of] the attachment at the same time as the 

transmittal of the message from the agent to the server. 



98. In a method of transmitting a message through the internet from a sender to 
a recipient through a server displaced from the recipient, the steps at the server of: 
receiving the message at the server from the recipient, 
generating a \ ash constituting a synopsis of the message in coded form, 
encrypting the hash with a particular encryption code to generate a digital signature 
of the message, and 

transmitting the message and the digital signature of the message through the 
internet to the sende\ 
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99. In a methoq as set forth in claim 98, the steps at the server of: 
generating, for apy attachment to the message, a hash constituting a synopsis of 

the attachment in coded form, 

encrypting the rash with a particular encryption code to generate a digital signature 
of the attachment, anq 

attachment and the digital signature of the attachment to the sender 
through the internet it the same time that the message and the digital signature of the 
message are transmitted from the server to the sender through the internet. 

100. In a method as set forth in claim 98, the steps at the server of: 
removing the message and the digital signature of the message from the server 

after the transmission of the message and the digital signature of the message from the 
server to the sende \ 

101. In a nr ethod as set forth in claim 99, the steps at the server of: 
removing ths message and the digital signature of the message from the server 

after the transmission of the message and the digital signature of the message from the 
server to the sender, and 

removing the attachment, and the digital signature of the attachment, from the 
server after the transmission of the attachment, and the digital signature of the attachment, 
from the server to :he sender. 
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102. In a meth 



receiving at the 
message, previously 



d as set forth in claim 98, the step at the server of: 
server from the sender the message, and the digital signature of the 
transmitted from the server to the sender. 



103. In a method as set forth in claim 101 , the step of: 

authenticating the message on the basis of the message, and the digital signature 
of the message, transmitted from the sender to the server. 



104. In a method as set forth in claim 102, the step of: 

authenticating at the server the message received by the server from the sender on 
the basis of the message, and the digital signature of the message, transmitted from the 
sender to the server, the authentication being provided by generating the digital signature 
of the message rec eived by the server from the sender and by comparing the generated 
digital signature ard the received digital signature. 
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105. In a method/as set forth in claim 103, the step of: 

authenticating at th)e server the message received by the server from the sender on 
the basis of the message, and the digital signature of the message, transmitted from the 
sender to the server, the/authentication being provided by generating the digital signature 
of the message received by the server from the sender and by comparing the generated 
digital signature and the received digital signature and by indicating the authentication 
when the generated digital signature and the received digital signature are the same. 



106. In a method of transmitting a message through the internet from a sender 
to an agent for the recipient through a server displaced from the agent, the steps at the 
server of: 

receiving the message at the server from the sender, 

transmitting t ie message and the identity of the sender and the identity and internet 
address of the server through the internet from the server to the agent, 

receiving at [the server through the internet any transmission through the internet 
from the agent concerning the message from the sender, and 

determining from the transmission received by the server from the agent, or from 
the lack of any reception by the server through the internet from the agent, the delivery 
status of the trans mission by the server to the agent and the delivery status of any delivery 
of the message b(y the agent to the recipient. 
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107. In a method 



J 



periodically examin 
and the status of any deli 



s set forth in claim 106, the steps at the server of: 



ng the delivery status of the message transmitted to the agent 
'ery of the message by the agent to the recipient, and 
transmitting the message and the digital signature of the message and the identity 
of the sender and the identity and internet address of the server through the internet to the 
sender with an indication of the delivery of the message to the agent when the server 
determines from the periodic examination that the message has been delivered to the 
transport agent. 

1 08. A method of transmitting a message through the internet from a sender to an 
agent for a recipient through a server displaced from the agent, including the steps at the 
server of: 

receiving the mlessage at the server, 
transmitting though the internet to an agent of the recipient the message and the 
identity of the sender and the identity and the internet address of the server, 

the agent the message and the identity and internet address of the 
of the sender and the identity and internet address of the server, 
providing a digjital signature of what was received from the agent, and 
providing to tho sender the information received by the server from the agent and 
the digital signature of the information received by the server. 

232410.1 



receiving from 
agent and the identity 
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109. A method as set forth in claim 108, including the steps at the server of: 
providing to the se ider the message at the same time as the provision of the digital 
signature of the message to the sender, and 

discarding the message provided to the sender. 



110. A method as set forth in claim 108, including the steps at the server of: 
receiving from tfie agent [providing] an indication of the date and time of the 

reception by the agent Jof the identity and internet address of the agent and the identity of 

the sender and the identity and the internet address of the server, and 

providing to the sender the indication of the date and time of the reception by the 

agent of the identity and internet address of the agent and the identity of the sender and 

the identity and internet address of the server. 



232410.1 



9 



Application A/o. 09/626,577 
Attorney Docket No. RPOST-57228 



PATENT 



111. A method as set forth in claim 1 08, including the steps at the server of: 
receiving from the serftder a copy of the message provided by the server and a copy 
of the digital signature of th< i message and the identity and internet address of the agent 
and the identity of the sender and the identity and internet address of the server, 

signature of what has been received from the sender, 
comparing the digitkl signature received by the sender and the digital signature 
generated by the server, and 

authenticating the/ message received from the sender on the basis of the 
comparison provided at trie server. 



generating a digital 



112. A method 



s set forth in claim 108, including the steps at the server of: 
the digital signature of the message by providing a hash of the 



forming at the server 
message and then 

encrypting the hjash of the message 

113. A metho|d as set forth in claim 108, including the steps at the server of: 
providing a digital signature of an attachment to the message, 
transmitting to the agent the attachment at the same time as the transmittal of the 
message, and 

he sender the digital signature of the attachment at the same time 
the digital signature of the message to the sender. 



transmitting to 
as the transmission o 
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114. A method as set forth in claim 112, including the steps at the server of: 
providing an indication of the date and time of the reception of the message from 
the agent, and 

providing to the slender the indication of the date and time of providing to the server 
the digital signature of jthe message from the agent at the time of providing to the sender 
the digital signature of/the message, 

providing to the sender the message at the same time as the provision of the digital 
signature of the message to the sender, and 

discarding the message provided to the sender, 
providing a digital signature of an attachment to the message, 
transmitting to the sender the attachment at the same time as the transmittal of the 
message to the sender, 

transmitting fo the sender the digital signature of the attachment at the same time 
as the transmission of the digital signature of the message to the sender, 

receiving fro m the sender a copy of the message provided to the sender and a copy 
of the digital signatjre of the message and the identity and internet address of the agent 
he sender and the identity and internet address of the server, 
generating £i digital signature of what has been received from the sender relating 
to the message, 



and the identity of 
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comparing 
generated on the 
\^ message, and 



e digital signature received from the sender and the digital signature 
basis of what has been received from the sender relating to the 



comparison provic 



authenticat ng the message received from the sender on the basis of the 



ed by the server. 



I 



115. In a m« ithod of transmitting a message through the internet from a sender to 



an agent for a recipient through a server displaced from the recipient, the steps at the 
server of: 

receiving the s message from the agent, 

providing atlthe server a digital signature of the message received from the agent, 



and 



transmitting 



to the sender the message received from the agent and the digital 



signature of the m 3ssage for storage by the sender. 

116. In a r nethod as set forth in claim 1 1 5, the step at the server of: 
discarding t le message after the transmission of the message and the digital 
signature of the me issage to the sender. 
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117. Ina 



: nm the sender copies of the message and the digital signature of the 



method as set forth in claim 1 1 6 the steps at the server of: 



message, 

generating a digital signature on the basis of what has been received from the 
sender, 

comparing the digital signature of the message from the sender and the digital 
signature generated at the server, and 

authenticating the message on the basis of the results of the comparison. 

118. In £ method as set forth in claim 115, 

providing at the server, at the same time as the provision of the digital signature of 
the message at ihe server, the identity of the sender and the identity and internet address 
of the server and the identity and internet address of the mail transport agency, all as 
5 received by the server from the agent, and 

transmit ing to the sender the identity of the sender, the identity and internet address 
of the server and the identity and internet address of the agent, all as received by the 
server from the agent, at the same time as the transmission of the message, and the digital 
signature of tho message, to the sender. 
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119. In a metliod as set forth in claim 115, the steps at the server of: 

receiving an attachment from the agent, 

providing at tile server a digital signature of the attachment, and 



transmitting t 
the digital signatur 
attachment. 



the sender, at the same time as the transmission of the message and 
3 of the message, the attachment and the digital signature of the 




120. In a me hod as set forth in claim 119, the steps at the server of: 
^V"$£fl receiving from the sender copies of the message and the attachment of the 
message, 

Iital signatures of the message and the attachment from the message 
eceived by the server from the sender, and 
:omparing the received digital signatures of the message and the 
digital signatures generated at the server of the message and the 
Dasis of what has been received from the sender to authenticate the 
ttachment on the basis of this comparison. 



generating die 
and the attachment 

respectively 
attachment and the 
attachment on the 
message and the a 
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121 . In a method as set forth in claim 1 1 9, the steps at the server of 
receiving atfthe server from the agent, at the same time as the reception of the 
message and the Attachment of the message from the agent, the identity of the sender and 
the identity and internet address of the server and the identity and internet address of the 
agent, all as rece ved by the server from the agent, 

transmitting to the sender the identity of the sender, the identity and internet address 
the identity and internet address of the agent, all as received by the 
server from the ajgent, at the same time as the transmission to the sender of the message 
and the attachment and the digital signature of the message and of the attachment to the 
sender. 



of the server, an 
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1 22. A method of transmitting a message through the internet from a sender to an 
agent for a recipie nt through a server displaced from the agent, including the steps of 
providing the message from the sender at the server, 

transmittin j to the agent the message and the identity of the sender and the identity 
and the internet t ddress of the server, 

providing < it the agent an indication of the status of the reception at the agent of the 
transmittal from t le server to the agent of the message and the identity of the sender and 
the identity and ii iternet address of the server, 

transmittir g to the server from the agent the message and the identity and internet 
address of the agent and the status of the reception at the agent of the message and the 
identity of the sender and the identity and internet address of the server, and 

. providing pt the server a digital signature of what has been received by the server 
from the agent. 
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123. A method as set forth in claim 122, including the steps of: 
providing an attachment to the message, 

transmitting me attachment to the agent at the same time as the transmittal of the 
message to the ageifit, 

providing at tHe agent the status of the reception of the attachment at the same time 
as the provision at the agent of the status of the reception of the message, 

transmitting /to the server from the agent the status of the reception of the 



X attachment at the 

jr 

of the reception of 
10 providing a1 



ame time as the transmittal to the server from the agent of the status 
the message, and 

the server a digital signature of the attachment. 



the digital s 
encryption of the 



124. A method as set forth in claim 122 wherein 

gnature of the message includes a digital digest of the message and an 
digital digest. 



126. Ame 



the server transmits to the sender the message and the identity of the sender and 



the identity and int 
agent and the sta 
5 digital signature o. 



hod as set forth in claim 122 wherein 



srnet address of the server and the identity and internet address of the 
us at the agent of the reception at the agent of the message and the 
what has been received by the server from the agent. 
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128. A method as set forth in claim 122 wherein 

the digital signature of the message includes a digital digest of the message and an 
encryption of the digital digest, 

the agenf includes the date and time of the transmission by the agent to the server, 

and 

the sen/er transmits to the sender the message and the digital signature of the 
message and the identity of the sender and the identity and internet address of the server 
and the identify and internet address of the agent and the delivery status of the message, 
and 

the delivery status of the message at the agent includes at least one of the following: 
(a) DELIVERED, (b) RELAYED, (c) DELIVERED-AND-WAITING FOR DELIVERY 
STATUS NDTIFICATION (DSN), (d) DEUVERED-TO-MAILBOX, and (e) FAILED, 
UNDELIVEFIABLE. 
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129. A metiod as set forth in claim 128, including the steps of: 
providing at/the server an attachment to the message, 

transmitting the attachment to the message to the agent at the same time as the 
transmittal of the i nessage to the agent, 

providing at the agent the status of the reception of the attachment at the same time 
as the provision at the agent of the status of the reception of the message, and 



transmittir 



attachment at the same time as the transmittal to the server from the agent of the status 



of the reception 



g to the server from the agent the status of the reception of the 



of the message. 
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agent for a recipien 
server of: 

providing at 



and internet addres s of the server, 



transmitting 



0" 



130. A method of transmitting a message through the internet from a sender to an 



through a server displaced from the agent, including the steps at the 



he server the message and the identity of the sender and the identity 



:o the agent the message and the identity of the sender and the identity 
and internet address of the server, 

receiving from the agent the message and the identity of the sender and the identity 
and internet address of the server and the identity and internet address of the agent and 
an indication of the status of the reception of the message at the agent, and 

transmitting to the sender the message and the information received by the server 
from the agent rela :ing to the message. 
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131. A method as set forth in claim 130, including the steps at the server of: 



transmitting to 



transmitted to the age nt, 



receiving from 
at the same time that 



the agent an attachment at the same time that the message is 



he agent the status of the reception at the agent of the attachment 
the server receives from the agent the status of the reception at the 
agent of the message, and 

transmitting to the sender the attachment and the information received by the server 
from the agent relat ng to the attachment at the same time that the server transmits to the 
sender the messagp and the information received by the server from the agent relating to 
the message. 



\ 



<0 



134. A method as set forth in claim 133 wherein 



the server 
sender of the st 



t 



also transmits to the sender the date and time of the transmission to the 
us of the reception by the agent of the attachment. 
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136. A method as set forth in claim 134 wherein 

the server transmits to the sender the identity of the sender and the identity and 
internet address of the sferver at the same time that it transmits the message to the sender 
and wherein 

5 the server authenticates the message on the basis of what it has received from the 



ft 



5-0 



sender. 



1 37. A methoc as set forth in claim 1 34 wherein 

the server trans nits to the sender the identity and internet address of the agent and 
the status of the reception of the message, all as received by the server from the agent, 
and the digital signature of the message and wherein 

the sender sen is to the server, at the time that the sender wishes to have the 
message authenticated, what it has received from the sender and wherein 

the server authenticates the message on the basis of what it has received from the 
sender after the sendel wishes to have the message authenticated. 
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138. A method as set forth in claim 136 wherein 

the server does nqt store the message after it transmits the message to the sender 
and wherein 

the server transmits to the senderthe message and the identity and internet address 
of the agent and the stajtus of the reception of the message received by the agent, all as 
received by the server from the agent, and the digital signature of the message, and 
wherein 

the server authenticates the message solely on the basis of what it has received 
from the sender after the sender desires to authenticate the message. 
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4 



10 



transmitting to 
a status of the recep 



1 39. A method! of authenticating a message transmitted through the internet from 
a sender to a recipient through a server displaced from the recipient, including the steps 
at the server of: 

the sender the message and a digital signature of the message, and 
ion of the message by an agent for the recipient, 
receiving from the sender the message, the digital signature of the message and the 
status of the reception of the message by the agent, 

igital signature of the information received from the sender, and 
e digital signature of the message produced from the information 
received from the se nder and the digital signature of the message generated by the server 
from the sender to authenticate the message transmitted from the sender to the server. 



producing a 
comparing tt 



\ 



the server to the t 



140. A nethod as set forth in claim 139 wherein 

the server does not store the information, including the message, transmitted from 
sender after the server transmits the information to the sender. 
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141. A method as set forth in claim 139 wherein 



the server provide: 



5 



10 



, in determining the digital signature, the identity of the sender 
and the identity and the internet address of the server, and wherein 

the server transmits to the sender the identity of the sender and the identity and 
internet address of the server, all as transmitted by the agent to the server and wherein 
the server receivjes from the sender the identity and internet address of the server 
and wherein 

the server includes the identity of the sender and the identity and internet address 
of the server in producing the digital signature of the information from the sender and 
wherein 

the server corrjpares the digital signature from the sender and the digital signature 
generated by the seifver from the information received by the server from the sender to 
authenticate the me* sage transmitted by the sender to the server. 
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1 42. A methc >d of authenticating a message transmitted through the internet from 



a sender to an agen 
the steps of: 

transmitting tc 



receiving at Vr 
generating a < 
comparing the 



or a recipient through a server displaced from the agent, including 



he sender the message and a digital signature of the message and 



a status of a reception by an agent for the recipient of the message, 



server the information transmitted by the sender to the server, 
igital signature of the information received by the server, and 
digital signature generated by the server from the information 
received by the server from the sender and the digital signature of the message transmitted 
by the sender to the : >erver to authenticate the message transmitted from the sender to the 
server. 
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internet address of 



signature of the 
the sender 



mossage 



internet address of 



signature of the 
the server 



from the sender. 



144. a melthod as set forth in claim 142 wherein 

the server tr ansmits to the sender the identity of the sender and the identity and 
he server at the same time that it transmits the message and the digital 

to the sender and wherein 
ransmits to the server the identity of the sender and the identity and the 
he server at the same time that it transmits the message and the digital 
to the server and wherein 
Authenticates the message on the basis of the information that it receives 



message 



4 



145. A me 



receiving the 



recipient, and 

identifying th 
the server from the 

232410.1 



iod of transmitting a message through the internet from a sender to 
an agent for a recipient through a server displaced from the agent, including the steps at 
the server of, 

message from the sender, 
transmitting tfo the agent the message and a return address identifying the sender 
and the recipient, 

receiving frdm the agent the message and the identity of the sender and the 



e message transmitted from the server to the agent and received by 
agent and identifying the message, the sender and the recipient. 
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146. A 
the server 

the recipient and 
the servei 

the recipient an 



rfiethod as set forth in claim 145 wherein 

transmits to the sender the message and the identity of the sender and 
wherein 

receives from the sender the message and the identity of the sender and 
wherein 

the servelr authenticates the message on the basis of information transmitted by the 
sender to the server after the receipt of the information by the server from the agent. 
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147. A method as set forth in claim 146 wherein 

the server does not retain the message after it transmits the message to the sender. 



148. A method as set forth in claim 145 wherein 

the recipient is qne of a plurality of recipients receiving the message from the server 
and wherein 

the return address identifies the recipient from among the recipients in the plurality. 

149. A method as set forth in claim 145 wherein 
the message has an attachment and wherein 
the return address also identifies the attachment to the message. 
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150. A method as set forth in claim 146 wherein 

the server does not retain the message after it transmits the message to the sender 
and wherein 

the recipient is orje of a plurality of recipients receiving the message from the server 
and wherein 

the return addrejbs identifies the recipient from among the recipients in the plurality 
and wherein 

the message hjbs an attachment and wherein 
the return address also identifies the attachment to the message. 



151. In a nrjethod of identifying a sender's message transmitted from a server to 
an agent for a recipient, the steps at the server of: 

transmitting jo the sender a return address received by the server from the agent 



and identifying the 



message, the sender and the recipient, 



receiving frc m the sender the return address transmitted by the server to the sender 



and identifying th^ 
authenticat 
sender to the sen 



message, the sender and the recipient, and 

ng the message on the basis of the information transmitted by the 
er. 
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152. In a method as set forth in claim 151 wherein 
the server transmits to the sender the message at the same time that it transmits 
the return address tp the sender and wherein 

the server dqes not retain the message after it transmits the message to the sender. 



153. In a method as set forth in claim 151 wherein 

is an individual one of a plurality of recipients receiving the message 
wherein 

address identifies the individual one of the recipients in the plurality 



the recipiert 
from the server 



ar d 



the return 



receiving the message 



154. Ins 
the message 
the return 



method as set forth in claim 151 wherein 
has an attachment and wherein 
iddress identifies the attachment to the message. 
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155. In a method as set forth in claim 152 wherein 

the recipient is an individual one of a plurality of recipients receiving the message 



from the server and wh 



the return address identifies the individual one of the recipients in the plurality 



\ 



receiving the message 
the message has 
the return addres 



156. Amei 



rein 



and wherein 
an attachment and wherein 
s identifies the attachment to the message. 




hod of transmitting a message through the internet from a sender to 
an agent for a recipient through a server displaced from the recipient, including the steps 
at the agent of: 

receiving froifn the server through the internet the message and the identity of the 
sender and the identity and internet address of the server, and 

a transmittal to the server through the internet the message and the 
?r and the identity and internet address of the sender and the identity 



providing for 
identity of the send 



and internet addres s of the agent. 



0 



157. Ameth 



Dd as set forth in claim 156, including the step at the agent of: 
indicating in thfe transmittal from the agent to the server whether or not the message 
has been delivered qy the agent to the recipient. 
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158. A 
indicating in 
digital signature, o 
internet address of 
to the recipient. 



mefthod as set forth in claim 156, including the step at the agent of: 
he transmittal from the agent to the server that the message and [the 
the message and] the identity of the sender and the identity and 
the server have been sent by the agent to another agent for delivery 



1 59. A method of providing a delivery at a first server of an electronic message 
from the first sever to a destination address, including the steps of: 

receiving at the first server an electronic message from a message sender for 
routing to the destination address, 

transmitting the electronic message from the first server to a destination server for 
the destination sddress via a protocol selected from a group consisting of an SMTP and 
an ESMTP protocol, and 

recording at the first server the transactions between the first server and the 
destination server in the selected one of the protocols. 

160. A method as set forth in claim 159, including the steps of: 

including in the transactions between the first server and the destination server via 
the selected protocol the identity of the sender, the identity and internet address of the first 
server and the dentity and internet address of the destination server. 
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161 . A method as sc t forth in claim 159, including the steps of: 
providing transactions between the first server and the sender, 
including, in the transactions between the first server and the sender, a digital 

signature of the transmission of the electronic message between the first server and the 

destination server via the selected protocol. 



162. A method as set forth in claim 159, including the step of: 
recording, in the transactions between the first server and the destination server via 
the selected protocol, the time for the sending of the message from the first server to the 
destination server and the time for the receipt of the message by the destination server. 



163. A method/as set forth in claim 160, including the steps of: 

providing transactions between the first server and the sender, and 

including, in the! transactions between the first server and the sender a digital 

signature of the transnrjission of the electronic message between the first server and the 

destination server via the selected protocol, and 

recording, in the transactions between the first server and the destination server via 

the selected protocol t le time for the sending of the message from the first server to the 

destination server and the time for the receipt of the message by the destination server. 
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1 64. A method as set forth in claim 1 59, including the step of: 
^ including in the transactions between the first server and the destination server via 
the selected protocol the status of the delivery of the message to the destination server 
from the recipient. 



i 



ST 



165. A 
receiving 
message to the 



method as set forth in claim 159, including the step of: 
at the first server a notification relating to the status of the delivery of the 
destination server via the selected protocol and the delivery of the 




message from t ie destination server to the recipient via the selected protocol. 



166. In a method of verifying at a first server a delivery of an electronic message 
to a destination server for c recipient, the steps of: 

transmitting the electronic message from the first server to the destination server 
through a transaction between the first server and the destination server via a protocol 
selected from the group consisting of an SMTP protocol and an ESMTP protocol, and 

transmitting from tho first server to the sender the message and the transactions 
between the first server and the destination server in the selected one of the protocols. 
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168. In am 



\ 



releasing the 
the selected one of 



<0 



\ 



3thod as set forth in claim 166, the step of: 
nessage at the first server after the transmission of the message in 
the protocols by the first server to the destination server. 



169. In a| method as set forth in claim 166, the steps of: 
providing d\ the first server a digital signature of the message, and 



transmitting the digital signature of the message from the first server to the sender 
at the time of the/transmission of the transaction in the selected one of the protocols from 



5 the first server to the sender. 



<0 



J<6 1 70. In a nr ethod as set forth in claim 1 69, the steps of: 



x t£ I transmitting frpm the first server to the sender a copy of the message at the time of 



the transmission of 
the selected one of 
5 releasing the 



ne transaction between the first server and the destination server in 
he protocols, and 

message at the first server after the transmission of the copy of the 



message in the sel< icted one of the protocols by the first server to the destination server. 
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171. In a 
transmitting 
sender, the identity 
destination server 



of the transmission 



nr ethod as set forth in claim 170, the step of: 
between the first server and the destination server the identity of the 
and address of the first server and the identity and address of the 
the time of the receipt of the message by the first server at the time 
3f the message from the first server to the sender. 



and 



173. In a nrlethod of verifying at a first server a message received by the first 
server from a sende r and transmitted by the first server to a destination server for a 
recipient, the steps of: 

receiving at the s first server from the sender transactions between the first server and 
the destination serve' relating to the message from the sender, the transactions between 
the first server and th e destination server being provided via a protocol selected from the 
group consisting of an SMTP protocol and an ESMTP protocol, 

transmitting from the first server to the sender the message and the transactions 
between the first sever and the destination server via the selected one of the SMTP 
protocol and the ESMTP protocol, 

transmitting fr om the sender to the first server the message and the transactions in 
the selected one of he protocols, and 

authenticatinjj the message on the basis of the message and the transactions 



transmitted from the 
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174. In a method 



authenticating the 
comparison is available. 



as set forth in claim 173, the step of: 
rrjessage transmitted from the sender to the first server when the 



175. In a method 



as set forth in claim 170, the step of: 



removing the message from the first server when the first server transmits to the 
sender the message and fie transactions between the first server and the destination 
server via the selected oni of the SMTP protocol and the ESMTP protocol. 



176. In a method as set forth in claim 173, the steps of: 
receiving at the firft server the indication of the identity of the sender, the identity 
and address of the first ^erver and the identity and address of the destination server via 
the protocol selected frcfm the group consisting of the SMTP protocol and the ESMTP 
protocol, and 

i (the first server to the sender the identity of the sender, the identity 
and address of the first i erver and the identity and address of the destination server at the 
time of the transmissic n from the first server to the sender of the message and the 
transaction between th 3 first server and the destination server via the protocol selected 
from the group consisting of the SMTP protocol and the ESMTP protocol. 



transmitting from 
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177. In a method as set forth in claim 175, the steps of 
providing at the first server a digital signature of the message and the transactions 
between the first server and the destination server relating to the message from the 



sender, the transact 



10 



>ns between the first server and the destination server being provided 
via a protocol selected from the group consisting of an SMTP protocol and an ESMTP 
protocol, 

transmitting from the first server to the sender the message and the digital signature 
of the message ana the transactions between the first server and the destination server 
via the selected ono of the SMTP protocol and the ESMTP protocol, 

transmitting the message from the first server to the sender and the [a] digital 
signature of the me ssage at the same time that the first server transmits to the sender the 
transactions betwe< m the first server and the destination server via the selected one of the 
SMTP protocol anc the ESMTP protocol. 
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178. In a nethod as set forth in claim 173, the steps of: 



transmitting 
and address of the 



rom the first server to the sender the identity of the sender, the identity 
irst server and the identity and address of the destination server at the 



time that the message and the transactions between the first server and the destination 
server are transmi tted from the first server to the sender, 

transmitting from the sender to the first server the information transmitted from the 
first server to the sender, and 

authenticating the message at the first server on the basis of the information 



transmitted from 
transmitted from 



the sender to the first server and representing the information previously 
the first server to the sender. 
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1 79. A method 
a destination server for 



receiving at the 



10 



15 



of verifying delivery at a first server of an electronic message to 
a recipient, including the steps of: 

irst server an electronic message from a message sender for 
routing to the destination server, 

establishing at tlfie first server a communication with the destination server, 
transmitting frorh the first server the electronic message to the destination server 
with a protocol transaction via a protocol selected from a group consisting of an SMTP 



protocol and an ESM 

recording at tho 
the destination server 



transactions between 



P protocol, 

first server the protocol transactions between the first server and 
relating to the message, 



transmitting frc m the first server to the sender the message and the protocol 



he first server and the destination server, 



transmitting from the sender to the first server the message and the protocol 
transaction previously transmitted from the first server to the sender, and 

authenticating t ie message at the first server on the basis of the message and the 
protocol transactions transmitted from the sender to the first server. 
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180. A method as set forth in claim 178 wherein 

the message and tme at least particular portion of the transactions provided in the 
selected one of the protocols to the sender are thereafter provided by the sender to the first 
server, and / 

the message is authenticated by the first server on the basis of the message and 
the at least particular portion of the transactions from the sender to the first server. 

181. A method as set forth in claim 1 78 wherein 

a digital signature is made of the message at the first server and wherein 

the digital signature is transmitted from the first server to the sender with the 

message and the protocol transactions between the first server and the destination server 

and wherein 

the digital signa :ure is thereafter provided by the sender to the first server with the 
at least particular portion of the transactions in the selected protocol. 
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182. A method as set forth in claim 180 wherein 

the message and the digital signature and the at least particular portion of the 
transactions provided in the selected protocol to the sender are thereafter provided by the 
sender to the first server and wherein 

a digital signature is produced at the first server on the basis of the message and 
the at least particular portion provided in the selected protocol by the sender to the first 
server and wherein 

the message is authenticated at the first server by establishing an identity between 
the digital signa :ure produced at the first server and the digital signature received by the 
first server frorn the sender. 
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183. A method 



from the first server to a destination server for a destination address including the steps of: 



receiving at the 



routing to the destinatio i server, 



of verifying at a first server the delivery of an electronic message 



irst server an electronic message from a message sender for 



transmitting from 



the electronic message < ind transactions between the first server and the destination server 



relating to the electronic 
SMTP protocol and an 
recording at the 



he first server to the destination server for the destination address 



message via a protocol selected from the group consisting of an 
ESMTP protocol, 

first server the transactions between the first server and the 
destination server via thfe protocol selected from the group consisting of the SMTP protocol 
and the ESMTP protocDl, 

transmitting frorti the first server to the sender the message and the transactions 
and the destination server in the selected one of the protocols, 
first server from the sender the messages an the transactions 
ind the destination server in the selected one of the protocols, and 
authenticating tho message at the first server on the basis of the message received 
by the first server from the sender and the transactions received by the first server from the 
sender. 



between the first servel 
receiving at the 
between the first server 



ERR/blh 
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